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Finjan RUSafe™ - Vital Security™ Sniffer Mode

Finjan RUSafe sniffer mode for Vital Security™ enables enterprises
to scan web traffic using Finjan’s unmatched security engines,
without requiring any changes to their security infrastructure and
network topology. This innovative tool gives enterprises a clear
snapshot of the true nature of their web traffic over a pre-defined
period, without disrupting in-line live traffic. RUSafe sniffs live
traffic from the switch, scans the content using Finjan’s proactive,
behavior-based security engines, and generates traffic logs that
can be analyzed in standard or customized reports. As required,
the same physical appliance used in RUSafe sniffer mode can be
quickly configured to operate in-line and block malicious web
content as a regular scanning appliance.
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Finjan RUSafe Sniffer Deployment Detecting Malicious Code in Web Traffic

Highest Detection Rate of Malicious Code

RUSafe is based on Finjan’s award-winning Vital Security Web Appliance, which achieves the highest
rate of detection of malicious code in web traffic. As such, RUSafe sniffs live traffic and detects
malicious code using the following integrated security engines:

= Finjan’s patented behavior-based security = Anti-Virus engine (e.g., McAfee®, Sophos®,
engine for detection of new and unknown Kaspersky®) detects known viruses
threats = URL Filtering engine (e.g., SurfControl®)

= Finjan’s Vulnerability Anti.dote™ for proactive for full control over your organization’s web
detection of zero-day exploits and browsing

vulnerabilities using virtual patching

= Finjan’s Anti-Spyware engine detects
Spyware and Adware at the enterprise gateway
before they reach corporate PCs

Finjan RUSafe Highlights

= Connects to switch via mirror or SPAN port = Demonstrates magnitude of security threat

= Sniffs live traffic, scans content using Finjan’s without “touching” in-line live traffic
security engines and generates logs for = Same appliance can be easily upgraded to
subsequent analysis live mode upon customer request

= Simple setup and configuration with no = Utilizes Finjan’s award-winning Vital Security

change to network topology Web Appliance for enterprises
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Simple and Efficient Configuration

ini curity
RUSe-lf(.e is implemented as an all-in-one appliance f"?-g—’%ng%
providing scanning, management, reporting and \
monitoring services. Setup is performed via a secure, M@l
web-based interface that includes a user-friendly setup
wizard for the initial configuration process. Each
enterprise can determine the number of users
and ports that will be monitored by RUSafe. ‘,

\

Setup Selection

Select setup type:

Initial Setup Wizard Advanced Settings

T

Finjan RUSafe Setup Console

Report Generation

Summary-level and detailed-level reports enable IT

Datailed: According to Rule name managers to analyze the system activity and

= performance, based on comprehensive logs
= regarding users’ browsing activities. RUSafe
5 B generates pre-defined and custom reports, as well
£ 1s0 as audit reports, which specify the magnitude and
@ 125 type of malicious content detected by the appliance.
ﬂz _ Examples of reports generated by RUSafe include:
5 s = Details about browsed URLs violating security rules
5.0 = List of infected client machines
25 = Malicious code behavior detected

= Exploited vulnerabilities
= Spyware detected

Rule hName

M Block lllegitimate Archives (Including Password-Protected Archives) B Block Known Viruses Sophos) .
W Block Malicious ActiveX, Java Applets and Executables — Block Access to High-Risk Site Categories SurfControl = URL categories
Block Application Level Vulnerabilities 8 Block Access to Spyware/Adware Sites = Viruses detected

= User activity

Detailed Report: Blocked Gontent According to Rule Name
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For Additional Information

For more information, please visit www.finjan.com Small & Medium-Sized Enterprise Large Enterprise
or contact our regional offices: Business Solutions Solutions Solutions
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Toll Free: 1 888 FINJAN 8 (1 888 346 5268)
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Email: salesna@finjan.com

New York, USA
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Email: salesna@finjan.com
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Germany Finjan’s Family of Best-of-Breed Web Security Appliances

Tel: +49 (0)89 673 5970
Email: salesce@finjan.com
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